Safeguarding California


At the direction of Governor Schwarzenegger, and in order to provide for the security of California during this period of heightened alert, the California Highway Patrol (CHP) has taken an active role in safeguarding California.  While our primary mission remains Safety and Service, the CHP has expanded its traditional role of traffic enforcement to include enhanced security measures throughout the state.  Some of the major activities currently being performed by the CHP to ensure the safety of California’s residents include the following:
Enhanced Deployment
· Following the recent elevation of the National security threat level to “Orange,” all CHP officers were placed on extended shifts to provide an immediate increase in the levels of security and safety services provided to California residents.  Since the initiation of military action in Iraq, all uniformed personnel have been placed on 12‑hour shifts, with all days off and vacations cancelled, to reduce the potential for terrorist attacks in California and provide enhanced security throughout the state.

Activation of Emergency Resource Centers (ERC) 

· To coordinate resources and ensure the appropriate dissemination of pertinent information related to state security, all eight CHP field Division Emergency Resource Centers (ERC) and the CHP Headquarters ERC are staffed on a twenty‑four hour, seven day-a-week basis. 


Creation of California State Warning Center (CSWC)
· On August 18, 2003, the Office of Emergency Services (OES) Warning Center merged with the CHP Emergency Notification and Tactical Alert Center to form the CSWC.  The CSWC is housed at OES headquarters located in Rancho Cordova, California.  Under the command and direction of the CHP, the CSWC is staffed by sworn officers and civilian OES communication personnel 24 hours a day, 365 days a year.
· The CSWC is to be a signal and information conduit for the Governor’s Office and other state constitutional officers, and a central information hub for statewide emergency communications.  Additionally, the CSWC will serve as a notification center for field supervisors to report specified information.
Bridges and Transportation Infrastructure 

· The CHP has evaluated potential vulnerabilities and increased security efforts accordingly at major bridges and tunnels throughout California.  For example, the CHP has implemented a bicycle patrol program to monitor and patrol the pedestrian walkway on the Golden Gate Bridge.  In addition, the CHP has assigned additional officers and coordinated security efforts with the National Guard and other law enforcement agencies on all major bridges throughout the state.  Closed-circuit video cameras are also being used on major bridges to monitor anchor points and perimeter access. 


· The CHP participates in a joint committee with the Department of Transportation (DOT) and other agencies to constantly evaluate the security of the state’s bridges, tunnels and tubes.  For example, in an effort to eliminate vulnerabilities prior to construction, the CHP is working with DOT and the Lawrence Livermore National Laboratory to evaluate the design of a proposed bridge in the Bay Area. 


· Due to their importance in the transportation infrastructure, CHP officers have increased patrol and surveillance of major freeway interchanges, including the areas surrounding and below major interchanges.

Nuclear Power Plants 

· Due to their potential as terrorist targets, the Department has dedicated additional personnel to assist with security and surveillance at the San Onofre and Diablo Canyon nuclear power plants. 

Energy Supply Facilities

· When requested, the CHP will provide increased surveillance and security to the state’s power grid and major energy supply facilities.  In addition to ground-level security, departmental aircraft are being used to patrol remote or inaccessible areas.


Aqueduct / Dams 

· The Department has increased both air and ground-level monitoring of the California State Aqueduct and major dams to preclude the potential for an attack on the state’s water system.  

Increased Air Operations
· When requested, CHP aircraft will fly enhanced surveillance patrols over major dams, electrical towers, power grids, state buildings, the California Aqueduct, and other potential targets throughout the state.  
· At the request of the San Francisco Police Department, the CHP is also providing air support for all anti-war demonstrations occurring within the City of San Francisco.  Additionally, the CHP routinely communicates with the Los Angeles Police Department’s Air Operations to report any observed activities taking place within the City of Los Angeles.
Airport Security
· When requested, the CHP has assisted local law enforcement agencies with traffic control and perimeter security at airports throughout the state.  Upon request, the CHP will assist the Sacramento Sheriff’s Department with random searches of vehicles entering the terminals at Sacramento International Airport.  


· In addition, the CHP is coordinating the establishment of a commercial vehicle inspection lane in the vicinity of Los Angeles International Airport (LAX) to enhance airport security.  The temporary inspection lane will be used to examine commercial vehicles and their loads prior to entering the cargo area of LAX.

Anti-War Demonstrations
· To help minimize the potential for unlawful assemblies and/or civil unrest, the CHP has assisted local law enforcement agencies with crowd control at various anti-war demonstrations throughout the state.  For example, the CHP has been working closely with the Federal Police, Los Angeles Police Department, and the Los Angeles Sheriff’s Department at recent demonstrations conducted at the Federal Building in Westwood.  In addition to providing a uniformed presence, the CHP has assisted with intelligence gathering at these events.  The CHP has also assisted with similar demonstrations at the State Capitol and in the Bay Area.
State Capitol 
· The CHP has redirected personnel to provide increased staffing levels and a greater visual presence at the State Capitol.  Additional CHP officers have been assigned to patrol the Capitol via automobile, bicycle, horseback, and foot patrol.


· The CHP has implemented several additional enhanced security measures at the State Capitol.  For example, all persons entering the Capitol building are subject to weapons checks through the use of hand-held or walk-through metal detection devices.  In addition, following the approval of the State Assembly Joint Rules Committee, concrete planters have been installed at the Capitol to restrict vehicular access to the building and immediate grounds.
Governor’s Alternate Command Site


· To ensure the safety of the Governor and continuity of state government, the CHP has prepared the Governor’s alternate command site should the relocation of government operations becomes necessary during an emergency.  


Establishment of Emergency Operations Section
· The CHP has established an Emergency Operations Section (EOS) to focus on statewide security efforts.  This unit operates as a central point of contact for CHP security operations and provides ongoing, real-time intelligence information to CHP Executive Management, ERCs, and allied agencies.  In addition, the CHP has implemented a satellite operation at the State Capitol to provide the Governor and his staff with timely intelligence information of events occurring throughout California.

Critical Assets 


· The CHP has assisted in developing a comprehensive and confidential list of potential terrorist targets in California categorized by name and location. 


State Facilities

· The CHP is responsible for the security of state officers, state property, and occupants of state property.  The CHP has provided enhanced security measures to many high-profile state facilities and their employees.  For example, additional officers have been assigned to the Ronald Reagan State Building in Los Angeles to provide increased protection for State Supreme and Appellate Court offices.  In addition, officers have been redirected to the San Francisco State Building, the Junipero Serra State Building, and other major facilities throughout the state.

Site Surveys
· The CHP has actively conducted site security surveys at over 40 key state buildings housing more than 160 agencies.  A comprehensive report was prepared for each site identifying security measures that could be improved and recommendations for enhancements.  

Commercial Vehicles
· In order to minimize the threat of terrorist activity involving commercial vehicles, the CHP has increased its presence at commercial vehicle inspection facilities and border entry points. 


· The CHP has been in contact with all commercial carriers of hazardous materials to ensure drivers are properly endorsed, have the proper documentation for the materials being transported, and that appropriate security measures are in place.  These efforts are ongoing through the use of a modified Biennial Inspection of Terminals Program. 


· The CHP participates in the Safe Delivery of Fuels (SDOF) task force designed to thwart potential terrorist actions involving the theft or hijacking of a commercial vehicle laden with gasoline, diesel, propane, or other flammable/combustible fuel.  The task force has developed preventive measures for the fuel transportation industry as well as appropriate law enforcement response measures to deal with the illegal acquisition of fuel-laden vehicles.  


· The CHP has developed a video and CD outlining a methodology for stopping large commercial vehicles.  This CD has been shared with other law enforcement agencies throughout the state, and the methodology was presented at a national forum to the International Association of Chiefs of Police (IACP) in 2002.

Task Forces 
· The Governor has coordinated the establishment of several multi-dimensional joint terrorist-related task forces comprised of members from the CHP, Federal Bureau of Investigation (FBI), Department of Justice (DOJ), and other federal, state, and local law enforcement agencies.  These task forces allow for the dissemination of information and coordination of resources between different agencies in order to ensure the appropriate response to potential threats to state security.  The CHP actively participates in the following task forces:


· FBI Joint Terrorism Task Force (JTTF) – In order to assist with the investigation of terrorist threats and intelligence information, the CHP participates in the JTTF with the FBI to allow a coordinated effort between federal, state, and local law enforcement agencies.  Currently, there are JTTFs operating in San Francisco, Sacramento, Los Angeles, San Diego, and Orange County.


· Terrorist Early Warning Groups (TEWG) – To ensure that accurate and timely information related to terrorism is available, the CHP participates in TEWG.


State Strategic Committee on Terrorism (SSCOT)
· Along with other federal, state, and local law enforcement agencies, the CHP participates in the OES inter‑disciplinary committee known as SSCOT.  This committee is responsible for evaluating potential terrorist attacks, identifying the best practices for security at all levels of the public and private infrastructure, and prioritizing recommendations for prevention and response.  CHP personnel currently serve and provide recommendations to the following SSCOT subcommittees:  State Threat Advisory, Intelligence and Early Warning, Food and Agricultural Security, Cyber-Terrorism, Geographical Information Systems, Transportation, Radiological, Chemical, Infrastructure, and Government Services.  

Bomb Threats
· The CHP continues to assist allied agencies with the investigation of bomb threats and other related incidents.  In an effort to provide additional resources for CHP and allied agency investigations, the CHP has trained and deployed additional canines throughout the state to conduct bomb searches and associated investigations.

Investigative Assistance
· With a statewide presence, and ease of mobility, the CHP continues to assist the FBI with terrorist-related investigations.  For example, at the request of the FBI, the CHP has conducted numerous investigative traffic stops of individuals suspected of having involvement in terrorist activity, assisted with the investigation of diving and flight schools, and responded to airports to investigate car rental thefts with possible links to terrorist activity.

Biological and Chemical Threats

· The CHP has established a Bioterrorism Unit to investigate and provide threat assessments concerning biological or chemical agents.  This unit has been called upon to investigate several incidents at various agencies throughout the state and their expertise is available to the private sector as well.  

· The CHP has hazardous materials teams available in each of the eight field divisions throughout the state which can respond to biological and chemical threat‑related incidents as needed.  
Scientific Laboratories

· Additional CHP personnel have been assigned to assist with the security of the Department of Health Services laboratories in Richmond and Berkeley.  It has been determined that these laboratories require heightened security measures due to their work with and storage of infectious materials, including Anthrax.  


Entertainment Industry
· The CHP has worked with local law enforcement agencies and the private sector to provide enhanced security measures for the entertainment industry in Los Angeles.  For example, at the request of the Los Angeles Police Department (LAPD), the CHP assists LAPD with enhanced perimeter security at Academy Awards Ceremonies.  

Cyber-Terrorism


· The CHP has established a cyber-terrorism team to help identify and investigate system vulnerabilities, close and lock firewalls, and monitor the security of various state‑operated systems containing sensitive material.  This team has conducted a number of investigations into cyber-attacks of state computer systems.

Safe Skies Program


· The Governor has coordinated efforts between the Federal Aviation Administration (FAA), the Transportation Security Administration (TSA), and several major airlines to develop the California Safe Skies Program.  This program enhances the safety of California’s skies by allowing and encouraging CHP officers to fly armed on intrastate flights.  

Training Programs
· In collaboration with the California Peace Officers’ Association (CPOA), the CHP recently hosted a California Terrorism Summit which was attended by executives from law enforcement agencies throughout the state.
 
· The CHP also hosted anti-terrorism training for over 400 emergency first responders from various agencies.  In addition, the CHP actively participates in terrorism-related 
seminars to ensure departmental personnel are familiar with current terrorist trends and tactics.  

Research and Development


· In coordination with Lawrence Livermore Laboratories and George Vinson, Director of the California Office of Homeland Security, the CHP assisted in the development of a device designed to safely stop large commercial vehicles in the event there is an attempt to use these vehicles as weapons of mass destruction.  

· The CHP also worked with Lawrence Livermore Laboratories in the development of a device which scans cargo containers for nuclear devices and other hazardous materials to provide enhanced security at entry points to the state.

· To enhance security during hours of darkness, the CHP has incorporated the use of infrared technology in the surveillance and security of various bridges in California.
Additional Efforts

· The CHP assigned a sergeant to the Governor’s Office of Emergency Services (OES) to act as a liaison between the CHP and OES.  Additionally, the CHP is providing 24-hour coverage at the State OES Emergency Operations Center to facilitate the flow of critical information between law enforcement agencies and emergency responders throughout the state.

· When requested, the CHP assists with security efforts at synagogues and mosques during high profile events.
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