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CHAPTER 11
RECORDS MANAGEMENT

AUTHORITY. Sections 14740 through 14774 of the California Government Code,

the State Records Management Act, and the State Administrative Manual (SAM)
Section 1600 are the authorities for this chapter. The Records Management Program
was established to apply efficient and economical methods to create, use, maintain,
retain, preserve, and dispose of state records, including those in electronic media.

POLICY. The Business Services Section (BSS) is responsible for the

administration of a continuous program for the economical and efficient management in
the creation, collection, retention, and disposition of records; compliance with
established reporting procedures; and guidance in the application of standards and
techniques to improve the Department’s records and paperwork programs.

PURPOSE.

a. Defines records management and the terminology used.

b. Provides step-by-step instructions in the preparation of retention schedules.
c. Lists the reports required by the Records Management Program and explains

their preparation.

DEFINITIONS.

a. Records Management. Records management refers to systematic procedures
that govern the creation, utilization, maintenance, retention, preservation, and final
disposition of records.

b. Records. Records are defined as paper, microfilm, electronic data files,
magnetic or paper tapes, charts, exhibits, maps, film, photographs, digital
document images, and other documents produced, received, owned or used by an
agency, regardless of physical form or characteristics.

(1) Active. Records used frequently to conduct current business and referred
to more than once per month.

(2) Inactive. Records used occasionally and not generally needed to conduct
current business. Inactive records are referred to no more than once per
month.
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(3) Archival. Records of historical value retained permanently for reference
and research purposes. These records are maintained by the Secretary of
State (SOS), Office of State Archives (OSA), after they reach their prescribed
retention.

(4) Vital. Recorded information that is essential for the continuation or
reconstruction of an agency.

(5) Permanent. Records of archival, legal, or administrative value which will
be preserved for a period not less than 100 years. These records shall cite an
authority for permanent storage. Acceptable authority includes laws and
written departmental policies.

(6) Personal and Confidential. Records containing confidential information
that shall not be disclosed to unauthorized personnel. These records include,
but are not limited to, arrest reports, accident reports, Department of Motor
Vehicle printouts, and personnel records.

(7) Accountable Records. Accountable records are sequentially numbered
forms.

(8) California Law Enforcement Telecommunications System Records.
Confidential material derived from the California Law Enforcement
Telecommunications System (CLETS) as designated by the Department of
Justice (DOJ) and the Federal Bureau of Investigations (FBI).

c. Nonrecord Material. Nonrecord material is defined as items that can be
discarded as soon as they are read. The following are some examples of
nonrecord material:

(1) Informal notes, worksheets, and rough drafts of letters, memoranda, or
reports that do not represent basic steps in the preparation of documents.

(2) Miscellaneous notices of community affairs, employee meetings, or
holidays.

(3) Stocks of manuals, publications, or unused forms that are kept for supply
purposes.

(4) Follow-up or suspense copies of correspondence.
(5) Library and reference material.

(6) Samples of reports saved for reference.

HPM 11.1 11-4



RECORDS RETENTION.

a. Purpose. A records retention schedule is a written document outlining the
storage and disposition of records.

b. Legal Implications. Adherence to the retention schedules is mandatory and the
responsibility of each commander. Modifications of approved retention schedules
could jeopardize testimony given in court or in response to subpoenas. Only a
court order or special instructions for the protection of the state’s interest may
modify a retention schedule. The Department’s Office of Legal Affairs shall provide
any necessary special instructions pertaining to court processes or court-related
matters.

c. California Records and Information Management. The SOS, California
Records and Information Management (CalRIM) program is responsible for
developing and coordinating California’s Records Management Program. The
CHP’s Records Management Coordinator (RMC), Records Management Analyst
(RMA), or an alternate submits various reports to CalRIM and solicits their
assistance and advice on the Department’s Records Management Program.

d. Department Records Management Coordinator. The Department’s RMC is the
BSS Operations Manager, whose responsibilities are delegated to the RMA
assigned to the BSS, Special Projects Unit. Responsibilities include:

(1) Coordinating the development, maintenance, and disposition of records.

(2) Applying standards and techniques to develop economies and cost
avoidances for the Department’s Records Management Program.

(8) Acting as the liaison between the CHP and the SOS, CalRIM, the State
Records Center (SRC), and the State Records Appraisal Program (SRAP)
within the State Archives Division of the SOS, and is responsible for annual
reporting related to departmental records management to these entities.

(4) Documenting and approving departmental purchasing of office equipment
and supplies, such as file cabinets and shredders, for the purpose of records
storage and destruction. Information regarding purchase approval procedures
can be found in Highway Patrol Manual (HPM) 11.2, Materials Management
Manual, Chapter 7, Purchases.

e. Determining Retention Periods. Government regulations and operational
needs are the factors that determine retention periods. Establishing retention
periods involves reviewing the purpose of the record. A retention period should be
based on the records’ usefulness and value to the state agency that creates and/or
uses them. Retention periods are based on the functional value of the records, not
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on the format or media type. State agencies will determine the records’
administrative, legal, and fiscal value. These values are based on an analysis of
work processes, legal requirements, research needs, as well as other factors
regarding how these records support the current work of the agency. Contact the
Department’'s RMA for assistance, if needed.

NOTE: Disaster-related records (e.g., timekeeping and purchasing documents
resulting from a federally declared disaster) require extended retention periods due
to federal auditing requirements. The Office of Primary Interest for the coordination
of reimbursement efforts, including the retention of pertinent records, is the
Protective Services Division, Emergency Operations and Safety Services Section.
For more information, refer to HPM 50.1, Emergency Incident Management
Planning and Operations Manual, Chapter 2, Emergency Incident Management and
the Incident Command System.

f. STD. 73, Records Retention Schedule. Records Retention Schedules are
prepared on the STD. 73, Records Retention Schedule, and submitted to the RMA
for the approval process. When approved by the SOS, OSA, the STD. 73 is a legal
document and the only retention or disposal authority governing the documents.
Detailed preparation instructions are contained in Annex A. Retention schedules
remain the same regardless of the medium used to retain that record (e.g.,
information stored in electronic form or in a local network database). Refer to
Annex A for a sample completed STD. 73.

(1) Approval Procedure. The schedules shall be submitted to the RMA for the
approval process. Offices of Primary Interest are required to submit pages 1
and 2 of the STD. 73. Changes may include adding/removing forms, changing
retention periods, or updating media types. All forms must be accounted for,
and any new, deleted, or changed forms are to be listed on the Records
Retention Summary of Changes (refer to Annex B). Offices of Primary Interest
are responsible for determining appropriate retention periods. Completed
STD. 73s require Division approval prior to submission to the RMC/RMA.

g. Retention Schedule Use. Use of the Records Retention Schedule is
mandatory. The Records Retention Schedule is accessible on the CHP Intranet
site under: Resources » Headquarters » Records Retention Schedule.

h. Historical and Research Material. Some of the forms and documents on an
approved Records Retention Schedule may be stamped “Notify Archives” (refer to
Annex A, instruction #32, for the STD. 73). These annotations are made by the
SOS State Archivist during the approval process. When these records are ready
for disposal, commands shall advise the RMA, who will make arrangements with
the State Archivist to review and select pertinent records for permanent
preservation in the state’s archives. These records include:

HPM 11.1 11-6



(1) Commissioner’s correspondence (dependent on subject matter).
(2) Conference minutes.
(3) Department studies and reports.

(4) Records of enduring value which record significant departmental events or
document the administrative history and development of the Department.

i. E-mail. E-mail communications are considered “records” for retention
purposes. If an e-mail becomes an integral part of another file, its retention period
becomes the same as that subject file, as outlined in the Records Retention
Schedule. E-mails meeting this criterion shall be retained in the same media format
(i.e., hardcopy, file, binder, disk, etc.) as the associated subject file (i.e., form,
memo, investigation, etc.).

NOTE: Policy outlining e-mail storage and deletion timeframes can be found in
HPM 40.4, Information Security and Administration Manual, Chapter 3, E-mail.
This chapter provides policy on the electronic storage of e-mail communications,
not the retention policy related to e-mail communications as a record.

6. FILES MANAGEMENT. Shelf files are approved as standard state equipment. In
accordance with California Division of Occupational Safety and Health requirements for
safe and uninterrupted operation, all shelf files are to be bolted to walls or arranged
back to back and may not exceed six shelves. Commands shall ensure that the records
are safeguarded and can be recovered in the event of a disaster.

7. RECORDS STORAGE.

a. Continuing Records Protection. The provisions of the Information Practices
Act (refer to Chapter 13, Information Disclosures — Public Records and Rights of
Privacy, of this manual) are extended to stored records. The need to safeguard
record contents from unauthorized access continues to exist until destruction is
witnessed or transfer is completed.

b. Types of Storage. The period between the end of the retention and before
destruction is critical and may need additional oversight to evaluate the types of
storage facilities available.

(1) Office Storage. Records that are current or active are to be retained in the
immediate work area.
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(2) State Records Center Storage. The SRC handles the storage of inactive
records with high volume or lengthy retention periods.

(@) An STD 71, Records Transfer List, must be prepared to transmit
records for storage with the SRC. Once completed, e-mail the STD 71 to
the RMA, at RecordsManagement@chp.ca.gov. The STD 71 is available
on the CHP Intranet site online Forms directory. You may contact the
RMA for instructions on preparing the STD 71.

8. RECORDS DISPOSAL PROCEDURES.

a. Wastepaper Recycling. Headquarters commands shall use a state-contracted
recycling company for wastepaper recycling. The RMA will coordinate the
wastepaper recycling contract for all headquarters commands. Field commands
may use the California Department of Resources Recycling and Recovery
(CalRecycle) website at http://calrecycle.ca.gov/Contracts/ to determine if there is a
contract for their location.

b. Approved Disposal Alternative. In noncontract areas, paper that does not
contain personal or confidential information may be used by schools or volunteer
organizations. The arrangements for this type of disposal shall not involve a cost to
the Department.

c. Preparation for Wastepaper Recycling. Headquarters commands shall use the
provided appropriate recycling containers for items listed in paragraph 8.c.(1) and
8.c.(2) below. The remaining grades of wastepaper shall be placed in separate
containers for disposal.

(1) White. Letterhead, memos, adding machine tape, white forms, carbon
copies (without carbons), etc.

(2) Mixed Waste. Manila folders, newsprint, colored paper, card stock, etc.

d. Waste Disposal Contaminants. The following substances contaminate and
reduce the amount of money recovered in the sale of wastepaper and shall be
removed prior to disposal:

(1) Rubber bands.
(2) Cellophane, masking, packaging or any other type of adhesive tape.
(3) Large metal clips (excluding paper clips).

(4) Labels or pressure-sensitive stickers.
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(5) Paper—Goldenrod, carbon, coated/slick (including magazines),
photographic, or blueprint.

(6) Garbage.
(7) All plastic items, including binders.
(8) Tablet bindings.

Witnessed Destruction of Personal or Confidential Records.

(1) Records that contain personal or confidential information shall be
protected from unauthorized access until they are destroyed.

(a) The records are to be placed in waste receptacles for normal trash
pickups or recycle containers when they are crosscut or micro-cut
shredded to protect the identity of the individuals to whom the information
pertains.

(b) If crosscut or micro-cut shredding is not available, personal and
confidential records shall be placed in acceptable boxes that are
approximately the size and weight of standard copier paper boxes. Please
refrain from overfilling boxes or using boxes smaller or larger than the
suggested size. Large or oddly shaped boxes are difficult to palletize and
can make pallets unsafe to transport. Commands shall seal boxes with
packaging tape and affix the green STD. 75, Confidential Destruction
Label, to the top of the box. These labels are placed throughout all
headquarters mailroom annexes for easy accessibility. Lastly, each
headquarters command shall deliver confidential destruction boxes to a
mailroom annex for the Business Services, Mail Services Unit to pick up.
Mailroom annex locations can be found in Headquarters Standard
Operating Procedures, Section 1.5, Conservation. Area offices shall
utilize the state-issued Procurement Card for the purchase of approved
shredders and/or a service contract for confidential document destruction
services. This ensures secure handling and disposal of sensitive
materials in compliance with organizational and regulator standards.

1 The records prepared for disposal shall be free of any of the
contaminants that are listed in paragraph 8.d.(1)-(8).

(2) Witnessed Destruction. An employee of the Department shall witness the
destruction of all personal or confidential material that is destroyed by a private
company. Unless otherwise specified in this chapter, if the records are to be
destroyed at the Department of General Services SRC in West Sacramento,
California, a departmental employee does not need to witness the destruction.
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f. Identification of Accountable Records. Disposal of accountable forms is
subject to SAM Section 1750 which states, “Accountable forms are unused pre-
numbered forms used to record or transfer money. Examples are checks, receipts,
meal tickets, and licenses.” Accountable records also include Commercial Vehicle
Safety Alliance (CVSA) or other numbered stickers and enforcement forms.

(1) Accountable records shall be protected from unauthorized access until
destroyed. Such records are crosscut or micro-cut shredded. If crosscut
shredding is not available, the records shall be accumulated in a secured area
in cartons and sealed with tape of sufficient strength to withstand handling and
transportation.

(2) The destruction of accountable forms should be witnessed by an auditor
from the CHP Audits and Inspections Section. If an auditor is unavailable, the
destruction should be witnessed by an employee who is not directly
responsible for the handling or accounting of the documents.

(8) The destruction of CVSA decals shall also be in accordance with
HPM 82.6, Commercial Enforcement Manual, Chapter 3, Inspection Policies.

(4) After the destruction of accountable forms, a memorandum shall be
prepared in duplicate, signed by the witness, and filed. The employee shall
keep the original memorandum and provide a copy to the witness. The
memorandum shall certify the following:

(@) The reason for destroying the documents.

(b) The type and numbers of the destroyed documents.
(c) That all documents listed were destroyed.

(d) How the documents were destroyed.

(e) The date on which the documents were destroyed.

g. California Law Enforcement Telecommunications System Records.
Commanders shall ensure confidential records and materials derived from CLETS
are maintained and destroyed in accordance with FBI and DOJ policies. The FBI
Criminal Justice Information Services Security Manual states that physical media
shall be destroyed by shredding or incineration and destruction witnessed or
carried out by authorized personnel.

(1) If shredding is to be used for the destruction of confidential material, it
shall be destroyed in one of the following approved manners:
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(a) On-site shredding with the use of a crosscut or micro-cut shredder
(strip-cut shredding is not an approved method).

(b) If using non-CHP personnel (private vendor, DGS, etc.) for on-site or
off-site destruction, CHP personnel shall escort the confidential material at
all times, up to and including the destruction of the material. At no time
shall CHP personnel leave the confidential material unsupervised.
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ANNEX A

STD. 73, RECORDS RETENTION SCHEDULE
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ANNEX A

STD. 73, RECORDS RETENTION SCHEDULE (continued)
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ANNEX A

STD. 73, RECORDS RETENTION SCHEDULE (continued)
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ANNEX A

STD. 73, RECORDS RETENTION SCHEDULE (continued)
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ANNEX A

STD. 73, RECORDS RETENTION SCHEDULE (continued)
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ANNEX B

STD. 73, RECORDS RETENTION SCHEDULE SUMMARY OF CHANGES
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ANNEX B

STD. 73, RECORDS RETENTION SCHEDULE SUMMARY OF CHANGES (continued)
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