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CHAPTER 2 

NETWORK SECURITY AND ADMINISTRATION 

1. GENERAL. 

a. The CHP network is to be used for business purposes only.  Employees and 
other computer users shall use network resources only in the course of conducting 
approved business activities. 

b. The provisions of this chapter apply to all departmental networks, systems, 
applications, and related data. 

2. SECURITY AGREEMENT. 

a. The CHP 101, Appropriate Use of Automated Information & Systems 
Statement, has been developed to improve security procedures and can be found 
on the CHP Intranet site under Forms. 

b. Commanders shall ensure a CHP 101 is completed by all individuals who have 
access to the Department’s network resources. 

c. Current Employees. 

(1) State employees and others who access or are likely to access a CHP 
computer system, network, or information generated by these resources shall 
read and sign a CHP 101 on an annual basis. This includes Department 
employees, employees of allied or other state agencies, consultants, student 
assistants, and volunteers.  Employees will sign the CHP 101 in the presence 
of their immediate supervisor during the annual performance review process. 

(2) The CHP 101 process is not required for the general public or other 
persons who have “read only” access to departmental information through the 
CHP’s Internet website. 

d. Potential Employees. 

(1) Commands shall inform potential hires that signing a CHP 101 is a 
condition of employment before hiring commitment is made. 

(2) The new hire shall read and sign the CHP 101 in order to complete the 
appointment process. 
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e. Copies of signed CHP 101 documents shall be retained in the employee’s field 
personnel folder or other location specified by the commander for three years 
rotating.  Commands shall retain the current signed CHP 101, and the two 
previously signed copies, to document prior admonishments. 

f. Similar policies have been incorporated into other departmental documentation 
to assist commanders in the performance of security responsibilities. 

(1) Language in Highway Patrol Manual (HPM) 10.3, Personnel Transactions 
Manual, Chapter 2, Nonuniformed Hiring and Appointments, requires hiring 
supervisors to ensure the applicant is aware that signing a CHP 101 is a 
condition of employment. 

(2) Language on the CHP 128, Request for Personnel Action, indicates a 
CHP 101 is required to complete the appointment process. 

(3) Language on the CHP 137C, Field Personnel Folder Annual Review 
(Uniformed), identifies the CHP 101 as a form that shall be read and signed by 
employees annually. 

(4) Language in HPM 10.3, Chapter 30, Personnel and Medical Files, 
instructs commands to file the CHP 101 in the employee’s field personnel 
folder. 

g. Nonemployees, Volunteers, or Temporary Employees. 

(1) Prior to granting access to CHP resources, a CHP 110, Confidentiality 
Agreement, must be signed by, but not limited to, the following parties: 

(a) Vendors. 

(b) Contractors. 

(c) Volunteers. 

(d) Temporary employees. 

(e) Allied agencies. 

NOTE: The CHP 110 will be kept on file by the Office of Primary Interest (OPI) 
for a period of three years after the termination of the joint business venture. 

3. PRIVACY ON THE NETWORK. 
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a. Material generated through use of the CHP network is the property of the State 
of California.  Employees and others who use the Department’s network resources 
shall not consider their activity to be private. 

b. The Department may monitor and log network activity, including e-mail activity, 
without the knowledge or consent of an employee or computer user. 

c. The Department’s network resources may only be used in the course of 
conducting approved departmental business. 

d. Users should have no expectation of privacy as to any communication on or 
information stored within the system, including information stored locally on the 
hard drive or other media in use with this unit (e.g., thumb drives, personal digital 
assistants and other hand-held peripherals, CDs—Read-Only Memory). 

4. DEPARTMENTAL LIABILITY.  The Department makes no warranty—expressed or 
implied—for the service that is the subject of policies in this manual. Additionally, the 
Department is not responsible for any damages whatsoever which employees or other 
computer users may suffer arising from, or related to, their use of any state agency 
electronic information resources, whether such damages be deliberate, incidental, 
consequential, or otherwise, or whether such damages include loss of data resulting 
from delays, intentional acts, nondeliveries, mistaken deliveries, or service interruptions 
whether caused by a state agency’s negligence, errors, or omissions.  Computer users 
shall recognize the use of state agency electronic information resources is a privilege, 
and the policies implementing usage are requirements that mandate adherence. 

5. ADMINISTRATION. 

a. Network Environment.  The CHP network is a statewide system of local area 
network (LAN) environments. The system is administered by Information 
Management Division (IMD), Technology Infrastructure Section (TIS), Network 
Security Group, through a multifunctional team of administrators who plan, install, 
and support the Department’s LAN infrastructure. Accordingly, IMD shall serve as 
the OPI for all servers attached to the departmental network. As such, no new server 
may be connected to the network or placed into production prior to meeting all 
security guidelines, and only upon obtaining approval from IMD. This includes all 
development, test, and desktop servers with network connectivity. Prior to IMD 
approving any new server connection, the Department Information Security Officer 
(ISO) will review the scan of the server to ensure all unnecessary vulnerabilities have 
been removed. Requests for approval should include the following information: 

(1) Internet protocol address. 
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(5) Non-California Highway Patrol Accounts.  Users in this category are not 
CHP employees and maintain access only to the information repository 
required to perform an approved specific task. The Department ISO must 
approve the assignment of these accounts. 

b. Employees may gain access to specific CHP computer/information system 
resources by completing the appropriate Access Request form in ServiceNow 
(https://chp.service-now.com). 

c. Access to Information Belonging to Others. The network stores information on 
file servers.  Each file server stores information on a hard disk.  The information 
stored on the network is organized using a standard directory structure and 
includes a component called Groups.  The CHP defines Groups by the location 
code of a command, or by the employee’s rank, authority, or assignment. 

(1) Requests to access a specific document(s) or file(s) from another Group 
shall be requested via the appropriate Access Request form in ServiceNow.  
The request will be routed to the Network Administrator who will ensure the 
requesting employee has their supervisor’s and the Group’s authorization to 
access the document/file before permitting the user access. 

(2) Requests shall be initiated via the appropriate Access Request form in 
ServiceNow, be created by the supervisor of the Group into which the 

https://chp.service-now.com
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employee is seeking access, and indicate the requesting individual has been 
granted authority to access the specific document(s) or file(s). 

7. PASSWORD MANAGEMENT.  Password management is an essential part of 
effective computer security. 

a. Operating System Constraints.  For each individual account, the network’s 
operating system enforces the following constraints: 

(1) A password is required to access each individual account. 

(2) There shall be a single user for each individual access account, and each 
user shall have their own password.  Passwords shall not normally be shared 
among multiple users. 

(3) Passwords shall not be recorded and affixed to computers, monitors, 
keyboards, etc. Passwords are to be memorized. 

(4) Passwords shall have a defined date when they expire. 
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b. Generic Passwords. Generic passwords (allowing multiple users to access a 
single account) are not permitted.  Exceptions to this policy may be made in 
situations where the issuance of a generic password is necessary to facilitate an 
emergency operation only after review and approval by the Department ISO. 

c. “Power On” Passwords. 

(1) The use of “power on” passwords, commonly referred to as Basic 
Input/Output System passwords, is not normally permitted on departmental 
computers. 

(2) Request for exception shall be forwarded, through channels, to the 
Department ISO, who will examine the circumstances of the request and make 
a determination. 

d. Forgotten Passwords.  The Information Technology (IT) Support Unit is 
responsible for resetting passwords for all network users, regardless of command 
or location.  The IT Support Unit can be contacted via ServiceNow, or by telephone 
at (916) 843-3899. 

(1) Users should contact the IT Support Unit directly for assistance using one 
of the methods above.  The IT Support Unit will create a temporary password 
and provide it to the user.  The user should immediately log into the network 
using the temporary password and create a new password when prompted. 

e. Hard Disk Encryption Passwords.  The hard drives in the CHP’s personal 
computers and laptops are encrypted to secure access against unauthorized users 
and to protect the data they contain in the event of loss or theft.  A password is 
utilized to gain access to the computing resource when the device is powered on. 

(1) Encryption Software Administrator. A single individual shall be designated 
as the Encryption Software Administrator. 

(2) User Passwords.  Devices that are shared between functional groups may 
have a common password, at the discretion of the Department ISO. Shared 
passwords shall be solely for the purpose of authenticating the encryption 
system and shall not grant access to the operating system or any network 
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(1) Protecting all business-critical data. 

(2) Monitoring the back-up console to assure back-up processes have been 
successful. 

(3) Correcting any problems quickly and efficiently and addressing any 
problems associated with a back-up process. 

c. Recovery.  Data will be restored when any primary data failures occur.  
Primary data failures can be the result of hardware or software failure, data 
corruption, or human-caused events, such as accidentally deleting a file or 
document. 
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